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Chipmusic?



Drag’n’Derp: a USB cartridge



Why the Saturn?
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Saturn discs



Boot sequence

BIOS CDB Mech

Auth Disc
Read first sector

SEGA SEGASATURN

Read ring

Logo data + status
Auth: genuine game

Read IP

IP data



System Disc



“Just cut a real disc…”



CD sector format

Header Data Sector ECC

Subcode Audio Sector

CIRC

EFM



Isolating the mech



Mech status bytes

b2 00 00 03 ad 3f 00 00 00 00 00 5e 01

b2 00 00 03 ad 3f 01 00 00 00 00 5d 01

b2 00 00 03 ad 3f 01 00 01 01 00 5b 01

b2 00 00 03 ad 3f 02 00 01 01 00 5a 01

b2 00 00 03 ad 3f 02 00 02 02 00 58 01

b2 00 00 03 ad 3f 03 00 02 02 00 57 01

b2 00 00 03 ad 3f 03 00 03 03 00 55 01

b2 00 00 03 ad 3f 04 00 03 03 00 54 01

Regular data area
b2 00 00 04 ad 3f 00 00 00 00 00 5d 01

b2 00 00 04 ad 3f 01 01 00 00 00 5b 01

b2 00 00 04 ad 3f 01 01 01 01 00 59 01

b2 00 00 04 ad 3f 02 02 01 01 00 57 01

b2 00 00 04 ad 3f 02 02 02 02 00 55 01

b2 00 00 04 ad 3f 03 03 02 02 00 53 01

b2 00 00 04 ad 3f 03 03 03 03 00 51 01

b2 00 00 04 ad 3f 04 04 03 03 00 4f 01

Ring area



Mech’s MCU



WDET?



Tracking
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Tracking Error

Regular data area Ring area



CDB architecture
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CDB module



SH-1 boot modes



Dumping the SH-1



Dumping the SH-1



Victory!

03d0: 0000 09d2 0000 09d2 0000 09d2 0000 09d2  ................

03e0: 0000 09d2 0000 09d2 0000 09d2 0000 09d2  ................

03f0: 0000 09d2 0000 09d2 0000 09d2 0000 09d2  ................

0400: 2243 6f70 7972 6967 6874 2028 4329 2048  "Copyright (C) H

0410: 6974 6163 6869 2c20 4c74 642e 2031 3939  itachi, Ltd. 199

0420: 3322 0009 e2e0 9ba6 d039 400e 3ee8 4e2e  3".......9@.>.N.

0430: b080 0009 d0e9 401e b088 0009 b094 0009  ......@.........

0440: b0b2 0009 b0c0 0009 b094 0009 b0d5 0009  ................

0450: d030 401e b0dc 0009 b0e8 0009 d02e 401e  .0@...........@.

0460: b0ea 0009 b12a 0009 d0dc 401e b0b0 0009  .....*....@.....



Where to start?



More vectors



Spaghetti Central



The key to everything



The secret backdoor!



???



Eyeballing the round function



A pattern



Feistel networks
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Code injection!



A new tool
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